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Resilient timing
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ÁHas been around for 
along time

ïThis is Munich

ïMultiple Sundials!



Resilient PNT ςWhat does this mean
for GNSS?
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Multi constellations are  
ƎƻƻŘΣ .¦¢ΧΧ



Jamming and Spoofing

ÁJamming is really easy ςand cheap
ïJust make a lot of noise in the correct frequency band.

ÁSpoofing is really hard.
ïNeed to take over existing constellation signal with a higher power signal
ïwŀƴŘƻƳ ŎƻƴǎǘŜƭƭŀǘƛƻƴ ǿƻƴΩǘ ǿƻǊƪ ŀǎ ǘƘŜ ǊŜŎŜƛǾŜǊǎ ŀƭǊŜŀŘȅ ƘŀǾŜ ŜǇƘŜƳŜǊƛǎ 

data ςso this must match initially.
ïNow you can start to move things around or add/remove satellites from 

the ephemeris data ςthis takes a long time so only really suitable for 
stationary/fixed receivers.
ïNot impossible though and still not expensive.
ïMost likely for shipping and slow moving targets
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Easily available with simple web searches
No Dark Web required.



Jamming Drive-past
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GPS Galileo



Jamming detection is easy

ÁIf only it were

ïJamming signals are still remarkable low level

ïhǘƘŜǊ άƭŜƎŀƭέ ƭƻǿ ƭŜǾŜƭ ƛƴǘŜǊŦŜǊŜǊǎ ƴŜŜŘ ǘƻ ōŜ ŀŎŎƻǳƴǘŜŘ ŦƻǊ

ïLocal noise changes with time

ïDifficult to produce an algorithm that can cope with this and give 
reliable detection

ïFalse negatives are not popular!
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Long term monitoring - London

ÁApril this year

ïNot much to see 
from the DOP 
measures, but 
PDOP is spikey
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