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Today's Schedule

A ARFIDAAS is a NAVISP elemexti8ity
A "Advanced RMetection Alertingand Analysis System"
A Goal: Tadetect, analyzeand alertsite stakeholdersof GNSS REVentsaffectingtheir systems, and to
centrallycollectassociateceventdata forfuture exploitation
A SINTEmtroduction
A TheAdvanced RFI Detection, Alerting and Analysis Sy#&RIDAAS) project
A Background, desiguleployment andearlyresults
A Futureplans for ARFIDAAS

A Time for questions
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Applied research, technology and innovation

Expertise from ocean space to outer space:
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GNSS disruptiomcidentsc a growingproblem

Truck driver has GPS jammer,
accidentally jams Newark airport

An engineering firm worker in New Jersey has a GPS jammer so his
bosses don't know where he is all the time. However, his route takes him
close to Newark airport, and his jammer affects its satellite systems.

8Y CHRIS MATYSZCZYK | AUGUST 11,2013 8:08 AM PDT
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The €50 device that brought a multi-million euro project to a standstill

SAMMING: Pikotor advares mot at GPS-signalet kan forsviona gon Trom F

Pilotene mister GPS-signalet i Finnmark.
Det kan knyttes til russiske gvelser

«Det er grunn til & tro at det kan relateres til militaere
pvelsesaktiviteter utenfor norskekysten», sier

Luftfartstilsynet.
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24 MAY, 2016

'Forgotten' GPS jammer costs motorist €2,000
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which was downed
in eastern Iran -

'We hacked U.S. drone': Iran claims it
electronically hijacked spy aircraft's GPS
and tricked aircraft into landing on its soil

By: Craig Mackenzie and Mark Duell
Updated: 10:36 EDT, 19 December 2011

SELLECK

GPS Jamming at Cairo

COMN

AENTS

navigasjonssystemet pa vei til pasient.
Arsaken sto i sigarettenneren til en bil.

Piloten var overlatt til det han si ut vinduet for i finne veien til den kritisk
syke pasienten.
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Norway'sGNSterests

A Allcountrieshave aninterestin the trouble-free operationof Galileo
A Norway is amallcountrywith ansubstantialinvestmentin GNSS

A Image 1: GNSSfrastructureof the NMA
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A Supportshe CPOSentimetricnetwork RTK system
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Latitude (degrees)

A Not shown dedicatedScintillationmonitors
A Image 2seSolstormonosphericactivity monitoring

A Image 3: Galilegroundstationon Svalbard

A Treatiesclearlystate anintent to defendthe spectrum

Article 4, point 3 of th&Cooperation Agreement on Satellite Navigation between the European Union and its Member Stat
and the Kingdom of Norwagtates ‘the Parties recognize the importance of protecting radio navigation spectrum from
disruption and interference. To this end they shall identify sources of interfénghite Article 5 point 2 clarifies thatNorway
shall take all means practicable to maintain the facilities free from local radio interférence

A Atsomepoint tools are neededto turn thisin to actionc andthere'sa lot of spectrumto cover @ SINTEF



Monitored bands

A A chart is helpful:

A Ignoring the $and signals, this chart shows
the L-band

A Signal plans evolve over time

A Uncertain if the GLONASS CDMA plans
are still accurate

A Most of these signals are now turned
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A Our past monitor only covered L1+L5

A This system covergverything in the GNSS
L-band
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RFI Monitoring System Architecture
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RFIMonitoring system unit and datproducts

A Results are emailed to stakeholders within 5 minutes
Spectral plots and generated reporting help decision makingg

A

ID: ARFIDAAS_Trondheim_2019_10_31_10_10_29

201910-31T10:10:29Z

Input file: Event003.DAT
Dectionduration: 3.0 seconds
Analysis window: 1.0 seconds
Bandwidth: 60.0 [MHZz]

Monitoring bandstenterfrequency: A: 1585.0 [MHz]. B: 1279.0 [MHz]. C: 1233.0 [MHz]. D: 1192.0 [MHz].

Antenna type: Novatel_704WB

Location: Norway, Trondheim, site: Trondheim, coordinates: 60N, 11E

Event origin: 0x00000811

Baseline: RF front end parameters
Avghighbandpower:-101.81 [dBm] at input
Avglowband power:-89.47 [dBm] at input

AvgAGC value A: 394.90AvgAGC value B: 397.70AvgAGC value C: 393.60AvgAGC value D: 409.55.

Event003: RF front end parameters
Avghighbandpower:-93.70 [dBm] at input
Avglowband power:-89.50 [dBm] at input

AvgAGC value A: 463.09AvgAGC value B: 397.41AvgAGC value C: 393.59AvgAGC value D: 409.57.

Event003: Frequency analysis
Band A Centerfrequency: 1585.0 [MHz]
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RFI

Non RFI

Significant

Event 1: Event type: WB. Start: 1555.706 [MHz]. End: 1560.294 [MHz]. Max diff: 3.92 [dB]. Mean diff: 1.75 [dB]
Event 2: Event type: WB. Start: 1561.882 [MHz]. End: 1574.412 [MHz]. Max diff: 2.31 [dB]. Mean diff: 1.11 [dB]
Event 3: Event type: WB. Start: 1577.059 [MHz]. End: 1584.647 [MHz]. Max diff: 3.49 [dB]. Mean diff: 1.44 [dB] e

Band B Centerfrequency: 1279.0 [MHZ]
No events detected

Band G Centerfrequency: 1233.0 [MHZz]
No events detected

Band D Centerfrequency: 1192.0 [MHZz]
No eventsdetected
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Spectrum Band A - Center frequency: 1585.0 [MHz)]
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FrontEnd deployment 1 of 9

A Home: White Star Now
A SINTEF, Trondheim
A Wave 1: Green Stars (1B Nov.)

o - "
A University of Helsinki
A ESTEQoordwijk * *
A NLR, Amsterdam
A Wave 2: Blue Stars (413 Dec.) *

A Trondheim B
A Indra Navia, Asker
A Wave 3: (TBD)
A SINTEF, Oslo
A Statensvegvesenoadside?

: SINTEF
A Map care of creative commons.



