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Presentation Outline

• Jammertest 2024                Program & Locations



• Organized by four branches of government, all 

backed by the Norwegian Space Agency

• The regulatory aspect is handled by the 

Organizers

• 5 days of various tests

• The Location (at a high latitude 69.27N, 

15.96E) of the test is unique with open sky, 

rural, and limited canyon (near the mountain) 

• Jammertest 2024 - more than 250 participants

What is Jammertest?
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Presentation Outline

• Jammertest 2024                Program & Locations

• ESA Jammertest                   Logistics and setups



Vehicle main transportation      ESA team trip  

ESA Jammertest logistics

*Ferry was taken from Kiel to Gothenburg Round trip : 5500 km approx.



ESA Jammertest Base Camp
Base camp in Andenes, approximately 10 to 20km from testing locations

2024



ESA Set-up

ESTEC navigation vehicle
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• Jammertest 2024                Program & Locations

• ESA Jammertest                   Logistics and setups

• Resilient Navigation            Scenarios, Mobile and Sensor station 



Andoya Jammertest

High power 
Jamming, 

Meaconing, and 
spoofing

COTS Jamming

Motorcade 
jamming and 

spoofing



Andoya Jammertest

High power 
Jamming, 

Meaconing, and 
spoofing

High power jammer 
and meaconing

Spoofing antenna

Location at 
69.27, 15.96



Andoya Jammertest - High Power Jamming

High power 
Jamming, 

Meaconing, and 
Spoofing

High power jammer 
and meaconing

Spoofing antenna

- High Power up to 100 W
- Various jamming signals: CW, 

Wideband signals, Chirp 
signals, modulated signals, 
frequency sweep. 

- Jamming all or part of the L 
frequency sub-bands.

Location at 
69.27, 15.96



E1 Power Ramp Scenario 1.6.1 – STAP TDL20

O. L. Frost, “An algorithm for linearly constrained adaptive array
processing,” Proceedings of the IEEE, vol. 60, no. 8, pp. 926–935, 1972.

E1 only - 40 MHz BW - STAP TDL20

55 dB of jamming 
suppression

Max 70 dB 
jamming

0.2 μW (-37dBm) to 50 W (47dBm) with 2 dB increments



E1 Power Ramp Scenario 1.6.1 – STAP TDL20
0.2 μW (-37dBm) to 50 W (47dBm) with 2 dB increments

Null steering
Single antenna

O. L. Frost, “An algorithm for linearly constrained adaptive array
processing,” Proceedings of the IEEE, vol. 60, no. 8, pp. 926–935, 1972.

E1 only - 40 MHz BW - STAP TDL20



Andoya Jammertest - Meaconing

High power 
Jamming, 

Meaconing, and 
Spoofing

High power jammer 
and meaconing

Spoofing antenna

- Alter the received GNSS signal 
to provide Meaconing

- Two meaconing locations, RX1 
and RX 2

- Time manipulation 

Location at 
69.27, 15.96



Andoya Jammertest - Spoofing

High power 
Jamming, 

Meaconing, and 
Spoofing

High power jammer 
and meaconing

Spoofing antenna

- Spoofing with a small jump
- Spoofing with a large jump 

(location coordinate 70N,10E)
- Jamming before the spoofing
- Simulating a driving car, drone 

and helicopter
- Spoofing all the bands and 

constellations
- Time manipulations 
- … 

Location at 
69.27, 15.96



E1 1W Meaconing  3.1.1 – MVDR

BniLam, N., Ergeerts, G., Subotic, D., Steckel, J., & Weyn, M., 
"Adaptive probabilistic model using angle of arrival estimation for IoT 
indoor localization", IEEE International conference on indoor 
positioning and indoor navigation (IPIN 2017)

E1 only - 20 MHz BW - MVDR



E1 1W Meaconing  3.1.1 – MVDR



E1 1W Meaconing  3.1.1 – MVDR

Single antenna

Meaconing location



Andoya Jammertest - COTS Jamming

COTS Jamming



Andoya Jammertest - COTS Jamming

COTS Jamming

- Three jammers at the same 
time

- Various distance from the 
testing side

- Jamming bands and constellations 
’G1’, ’L1’, ’E1’, ’B1C’, ’B1I’, ’E6’, ’B3I’, 
’G2’, ’L2’, ’E5b’, ’B2b’, ’B2I’, ’L5’, 
’E5a’, ’B2a’



3 Jamming scenario- COTS Jamming

- Three jammers at the same 
time

- 50 m away from the receiver 



3 jammers – multiple algorithms



3 jammers – multiple algorithms



Andoya Jammertest - Motorcade 

Motorcade 
jamming and 

spoofing

- Mobile spoofer, the spoofer in 
the middle of the motorcade

- Static spoofing location
- Static with a large jump 

spoofing location
- Mobile spoofing car with a 

different trajectory 
- … 



Spoofing L1 GPS – scenario 2.6.2

- The spoofer moves in the middle of the motorcade
- The spoofer deploy GPS L1 spoofing only
- Spoofing location is static, and it is the same as the start point
- 10 minutes static followed by 10 minutes driving

Spoofer



Spoofing L1 GPS – scenario 2.6.2

O. L. Frost, “An algorithm for linearly constrained adaptive array
processing,” Proceedings of the IEEE, vol. 60, no. 8, pp. 926–935, 
1972.

E1 only - 20 MHz BW – STAP 20TDL

40 dB spoofing

40 dB of spoofing 
suppression



Spoofing L1 GPS – scenario 2.6.2

Single antenna

Meaconing location

Spoofed single 
antenna

Trajectory
Null steering
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• ESA Jammertest                  Logistics and setups

• Resilient Navigation           Scenarios, Mobile and Sensor station 



Analog Beamforming 
• 16 beams Luneburg lens antenna system with dual frequency sources
• Antenna centre looks at the zenith direction, 5 inner circle antennas, 

and 9 tilted outer circle antennas 
• The antennas have RHCP polarization
• 16 GNSS receivers



Look directions 
•  16 beams in 3 orders with a symmetry of revolution
•  Every beam covers a region of the sky view

A1B1

B6 B5

B4

B3B2

C1

C4

C6

C7C8

C9

C3

C2
C5



Jamming and spoofing scenario
•  The scenario starts in nominal conditions (i.e. only with genuine signals)
•  Then, the transmission of a PRN like signal with a power of 1W starts in L1
•  After that, the transmission of the signal is stopped
•  Finally, after few minutes, spoofing signals are transmitted
•  Results below from Test User Receiver (SSN) + NavX 3G+C antenna

Jamming

Spoofing



Jamming and spoofing attacks
JammingGenuine Spoofing+Genuine

In nominal conditions, the Rx 
pointing to the satellite shows the 
highest C/N0

The Rx pointing to the satellite 
shows higher resilience against 
jamming

In the presence of a spoofer, 
several beams pointing to different 
directions show the highest 
magnitudes. This reaction can help 
to estimate the presence of the 
spoofer



Jamming attack - lens vs omnidirectional

Lens – PRN3 Omnidirectional NavX – PRN3

When the jamming starts, the signal is 
completely lost 

The lens provides protection against spoofing 
attacks 
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• ESA Jammertest                   Logistics and setups

• Resilient Navigation             Scenarios, Results and Analysis. 

• Technology Level                  NAVISP



Support Technology Programs (NAVISP)
• We have tested the ADGIL HW (NAVISP EL3-027 project)

Phase Mean <0.5°
Phase STD <0.05°
Amplitude Mean <0.1dB
Amplitude STD <0.01 dB



Support Technology Programs (NAVISP)
NAVISP EL1–064 (BlockBox)
Main HW features
•3U Rack-mountable case (HxWxD 13x48x45 cm)

•100-240 VAC power input, 70 W
•Based on Zynq Ultrascale+ MPSoC ZCU102 (XCZU9EG)

•Quad-core ARM Cortex A53, Dual-core Cortex R5F, Mali-400 GPU
•FPGA
•DDR4, PCIe gen 2 x4, SATA, USB 3.0, SGMII, UART, CAN

•AD9082-FMCA-EBZ ADC/DAC board
•2 ADC (6 GSPS), 4 DAC (12 GSPS)
•8 channel channelizer (DDC, DUC)
•HMC7044 clock management

•2 RF inputs, 5 V antenna feed provided
•4 RF outputs (2 in use)
•2 TB internal SSD storage
•1 Gb/s Ethernet

Tested in the lab with data recorded during Jammertest
in the field (live interference plus environmental 
effects like multipath)

BlockBox vs standard Rx under Wide Band RFI
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Presentation Outline

• Jammertest 2024                Program & Locations

• ESA Jammertest                   Logistics and setups

• Resilient Navigation             Scenarios, Results and Analysis. 

• Technology Level                  NAVISP

• Exposure                                 Achievements and public relations



Support to ESTEC Nav-Lab
100 TB of data have been collected!



Thanks for your attention! 

• Info: navisp.esa.int / www.linkedin.com/company/navisp-esa

• Questions: navisp@esa.int      /

• Subscribe to navisp newsletter!

http://www.linkedin.com/company/navisp-esa/
http://www.linkedin.com/company/navisp-esa/
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