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What is Jammertest?

« Qrganized by four branches of government, all

backed by the Norwegian Space Agency

« The regulatory aspect is handled by the

Organizers

« 5 days of various tests
« The Location (at a high latitude 69.27N,
15.96E) of the test is unique with open sky,

rural, and limited canyon (near the mountain)

« Jammertest 2024 - more than 250 participants
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ESA Jammertest logistics

Vehicle main transportation ESA team trip
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ESA Jammertest Base Camp esa

Base camp in Andenes, approximately 10 to 20km from testing locations

Jammertest 2024
Test locations
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Test locations
Red: Area 1 Bleik
Green: Area 2 Grunnvatnet

Blue: Area 3 Stave-Nordmela
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Andoya Jammertest

High power jammer
and meaconing

Spoofing antenna
SAMF __E-BLEIK-RB
High power '
Jamming,
Meaconing, and
spoofing

Loc_;g__‘atﬂi{on at
69.27, 15.96




Andoya Jammertest - High Power Jamming

High Power up to 100 W
Various jamming signals: CW,
Wideband signals, Chirp
signals, modulated signals,
frequency sweep.

Jamming all or part of the L
frequency sub-bands.

High power
Jamming,
Meaconing, and
Spoofing

Spoofing antenna
SAMF __!EAE:L EIK-RB

Loc_g_}aﬁi;n at
69.27, 15.96

Jas SR

High power jammer
and meaconing




E1 Power Ramp Scenario 1.6.1 — STAP TDL20 @esa

Max 70 dB
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E1 Power Ramp Scenario 1.6.1 — STAP TDL20 @esa

Location Relative Error

Error in N eters

O |
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E1 only - 40 MHz BW STAP TDL20
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O. L. Frost, “An algorithm for Ilnearly constralned adaptlve/array. [, Tk =
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Andoya Jammertest - Meaconing

- Alter the received GNSS signal
to provide Meaconing

- Two meaconing locations, RX1
and RX 2

- Time manipulation

High power
Jamming,
Meaconing, and
Spoofing

Spoofing antenna
SAMF__E-BLEIK-RB
o %

Loc:_g__atg-'fcm at
69.27, 15.96

High power jammer
and meaconing




Andoya Jammertest - Spoofing

- Spoofing with a small jump

- Spoofing with a large jump
(location coordinate 70N,10E)

- Jamming before the spoofing

- Simulating a driving car, drone
and helicopter

- Spoofing all the bands and
constellations

- Time manipulations

High power
Jamming,
Meaconing, and
Spoofing

Spoofing antenna
SAMF __!EAE:L EIK-RB

Loc_g__‘aﬁic)n at
69.27, 15.96

esa

Jas SR

High power jammer
and meaconing
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E1 1W Meaconing 3.1.1 — MVDR

First channel

Null steering data

MATLAB
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E1 1W Meaconing 3.1.1 — MVDR

50

Carrier-to-Noise density ratio (Can} for the tracked gale1b satellites

15

]
Ple-1085

Carrier-to-Noise density ratio (CINn) for the tracked gpsl1 satellites

MATLAB




E1 1W Meaconing 3.1.1 — MVDR

69°17'N

69°16'45"N
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Andoya Jammertest - COTS Jamming

Stavadalen

A150
+

{A100




Andoya Jammertest - COTS Jamming

Stavadalen

esa

Three jammers at the same
time

Various distance from the
testing side

Jamming bands and constellations
'G1’,’L1’,’E1’, 'B1C’, 'B1l’, 'EF), ’B3__I’,
'G2’,’L2’, 'E5b’, 'BZb' "B2l, ’L5
"E5a’, 'B2a’




3 Jamming scenario- COTS Jamming esa

Stavadalen

A150

- Three jammers at the same
time e
- 50 m away from the receiver -~




3 Jammers — multiple algorithms

Linear constraint

Jamming signals Subspaced-based beamforming MVDR beamforming PI STAP beamforming STAP beamforming
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jammers — multiple algori

Paolo C

TABLE I: 2D Estimation error of the jamming scenario.

technique
nan

MVDR - 105.0
PISTAP e
LC STAP 5.3 11.0 ""}fif.f;'-’f-.i;f""m“-“ Adapive Proesing STAP. Array 5o e

TABLE II: stimation e f the jamming scenario. o
Deployed J0 error 95% error
te ‘.hnique ('m") m

multipath and interfers




Andoya Jammertest - Motorcade

- Mobile spoofer, the spoofer in
the middle of the motorcade

- Static spoofing location

- Static with a large jump
spoofing location

- Mobile spoofing car with a
different trajectory

Hegtinden

Motorcade
jamming and
spoofing




Spoofing L1 GPS — scenario 2.6.2 esa

- The spoofer moves in the middle of the motorcade

- The spoofer deploy GPS L1 spoofing only

- Spoofing location is static, and it is the same as the start point
- 10 minutes static followed by 10 minutes driving

Spoofer




Spoofing L1 GPS - scenario 2.6.2

Power (dB)

Null steering data

40 dB of spoofing
suppression

MATLAB

First channel

40 dB spoofing

Power (dB)

O. L. Frost, “An algorlthm forllnearly constramed adaptlve array‘ l\“'“x\ e

processing,” Proceedlngs thhe IEEE v‘oi 60, no.,/8 PP 926—93% T‘fm
1972. £ .




oofing L1 GPS — scenario 2.6.

Trajectory
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Analog Beamforming

* 16 beams Luneburg lens antenna system with dual frequency sources

 Antenna centre looks at the zenith direction, 5 inner circle antennas,
and 9 tilted outer circle antennas

* The antennas have RHCP polarization
16 GNSS receivers
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Look directions esa

16 beams in 3 orders with a symmetry of revolution

Every beam covers a region of the sky view

Source Elevation Azimuth Cmﬁ peranianna
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Jamming and spoofing scenario esa

The scenario starts in nominal conditions (i.e. only with genuine signals)
Then, the transmission of a PRN like signal with a power of 1\W starts in L1
After that, the transmission of the signal is stopped

Finally, after few minutes, spoofing signals are transmitted

Results below from Test User Receiver (SSN) + NavX 3G+C antenna

GNSS Time (h:mm:ss) < >
10:08:20 10:16:40 10:25:00 10:33:20 10:41:40 10:50:00
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Jamming and spoofing attacks esa

Genuine Jamming Spoofing+Genuine

ClNo per antenna -- Time:296407 CINO per antenna -- Time:297257
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Jamming attack - lens vs omnidirectional esa

CINo per antenna -- Time:297257

Omnidirectional NavX — PRN3

GNSS Time (h:mm:ss)
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Support Technology Programs (NAVISP)

We have tested the ADGIL HW (NAVISP EL3-027 project) i s bdls e itk T

Mean angular error = 3 degrees
N

Phase Mean <0.5°
Phase STD <0.05°
Amplitude Mean <0.1dB
Amplitude STD <0.01 dB

@ Estimation using MUSIC
®  Spirent Log




Support Technology Programs (NAVISP)

NAVISP (BlockBox)

Main HW features

*3U Rack-mountable case (HXWxD 13x48x45 cm)

*100-240 VAC power input, 70 W

*Based on Zynq Ultrascale+ MPSoC ZCU102 (XCZU9EG)
*Quad-core ARM Cortex A53, Dual-core Cortex R5F, Mali-400 GPU

FPGA

-DDR4, PCle gen 2 x4, SATA, USB 3.0, SGMII, UART, CAN
-AD9082-FMCA-EBZ ADC/DAC board

-2 ADC (6 GSPS), 4 DAC (12 GSPS)

8 channel channelizer (DDC, DUC) “ Ny
Segmentation/RL
*HMC7044 clock management CN classter | yes jammer ™ e mgaion
: dianlw{:man‘%" | type 5[ mitig né}s{amﬂers: parameters

2 RF inputs, 5 V antenna feed provided '
*4 RF outputs (2 in use)

2 TB internal SSD storage
*1 Gb/s Ethernet

Mean C/N, for Galileo E1

W |"‘ f 'lww'w LN i ‘*"”*"»
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Support to ESTEC Nav-Lab

100 TB of data have been collected!

Noori BniLam -

More than 100 terabyt f data has been collected &
Agency - ESA engineering team during the Jammertest
1) Two array antennas recording 1Q s
2) Dual polarization antenna re
3) Analogue beamformer with 16 gns
and many m
ntact us if
Shout out to ESA

THIRD PARTY
ACTIVITY
SERVICE

OFFERED BY THE ESTEC NAVIGATION LABORATORY (TEC-ES)

The ESTEC Navigation Laboratory (NavLab)
supports test campaigns for navigation and
telecommunications services for both ESA
and non-ESA projects based on a confract.

It manages the laboratory where there are
all the required tools and equipment to test
GNSS systems and applications.
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Thanks for your attention!
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