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BREGO Project: Introduction, objectives and rationale

. GNSS provides the ability to determine the position, velocity and time of a
receiver globally.

. GNSS has been used in different domains covering safety critical
applications, liability critical and commercial applications and others.

. However, relatively low-power signal (sensitive to jamming) that can
nullified GNSS signals and the openness of the signal structures,
specifically GPS L1 and E1 (sensitive to spoofing).

GNSS signals
The rationale:
+ Motivates the development towards solutions aiming at providing resilient
navigation in environments dominated by GNSS threats, such as Radio
Frequency Interference or Spoofing.
+ Develops a signal cleaner system that is receiver-agnostic, flexible,
configurable, and can be implemented without changing an existing _
infrastructure. Clean GNSS signals
BLOCK-BOX COoTS
System receiver
Objectives:
. The BREGO project aims at Developing and demonstrating algorithms for ‘
Js?n'r\]?llsng and spoofing detection, characterisation and mitigation of GNSS BREGO Project
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BREGO Project: development and implementation steps

Phase 1: Software and algorithm development (MATLAB software)

+ Review of State of the Art for GNSS Threats, Detection and Mitigation techniques.

+ Trade-Off and Technical Specification Consolidation.

« AI/ML and DSP based Interference Detection and Mitigation Algorithms Modelling and Preliminary Testing
o SW modelling and testing to test all the candidate algorithms .

o The usage of in-house dataset for training purposes across all the testing phases to support AI/ML design and
testing for jamming and spoofing detection and classification.

Phase 2: Hardware implementation (Hardware and C/C++ software)
+ Block-box Software Experimentation and System Design Consolidation.
+ Block-Box System Procurement, Development and Integration.
« Block-box System Testing and E2E Validation.
o Validation activities and experimentation at GMV premises.
» Block-Box System Experimentation
o Test at GMV UK laboratory with simulated and public TEXBAT dataset.
o Test Campaign in ESTEC using JammerTest data (used for project acceptance test)

o Jammer test 2024: The event, the Island of Andgya, in Northwestern, features both simple and sophisticated,
staged spoofing and jamming attacks, allowing participants to identify potential strengths and weaknesses in their
GNSS-based system.
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Jamming: Detection and mitigation
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Jamming: Detection and mitigation cont’d

Interference Characterization

Instantaneous frequency

No Interference Detected
Instantaneous Frequency Modulation
Frequency Feature

Input signal — Periodic Interference

Decision
Tree
FFT Periodicity Feature Frequency Modulated
Interference

-

Fourier Transform
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Jamming: Detection and mitigation cont’d

Interference Mitigation

Periodic/CDMA Interference Mitigation

Received Signal | Fourier

Chirp/Frequency modulated interference mitigation

Inverse
Fourier

Huber's

Filtered Signal

Received Signal [ T diEs e il J Filtered Signal
e—i0m) ei0(n)
Instantaneous l |
Frequency [Instantaneous Phase]
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Jamming: Detection and mitigation cont’d

« Non-periodic non-stationary interferences cannot be mitigated in frequency domain. We need

instantaneous frequency-based methods for such signals

[dBmMz]
o

2 20 -0 10 F) 30 0 2 4 & 80 100 1220 180 186
)]

0
[MHz]

« Conventional adaptive notch filter based instantaneous frequency estimation is performed as
folnl = foln — 1] + 2u L(x[n]x;*[n — 1]e_2j”f0["_1])

« where, x.[n] is obtained through a bandpass filter centered at f,[n] to reduce the impact of noise:
xp[n] = (1 — a)e/folMx [n — 1] + ax[n — 1]

« We further refine Instantaneous frequency estimate through additional post-processing step:
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Jamming: Interference Characterization

Training of classifier

o Training Dataset: A roof top clean signal of bandwidth 12 MHz is recorded. Training data is generated by adding both frequencies
modulated interferences and periodic interferences to the signal.

o Features Extraction
= Periodicity Detection Feature (F1): based on the ratio of the peak of FFT and the mean of FFT.

* Frequency modulation detection Feature (F2): sum of diagonal elements of the covariance matrix of a de-chirped signal
normalized by the sum of all elements of the covariance matrix.

o Classification: A decision tree classifier is then trained using MATLAB.

Decision Tree Classifier

F2<0.29 F2>=0.29

Periodic Interference
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Jamming: characterisation and performance analysis
Probability of detection and probability of false alarm:

Performance evaluation:

1) A clean real-life GNSS signal is corrupted with ramp up interference with J/N levels ranging 0 dB to 10 dB.

2) Each interference level was maintained for 60 second.

3) First 180 second of data are kept free from interference for computing probability of false alarm.

4) The BREGO system is employed to generate the interference characterization results as output for each sample. The stored
characterization results are then read by MATLAB file to generate probability of detection and false alarm.

CDMA Interference 1 Chirp Interference
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Jamming: characterisation and performance analysis cont’d

Simulated results using a snapshot receiver:

Real-life Recorded GNSS Signal PVT
Interference . Number of Visible SatellitesCarrier to
KJ Mitigation Software Receiver Noise ration

Simulated Interference

Sampling Frequency: 15 MHz

Criteria for evaluation: Average degradation in Ni
0

Performance Comparison:
Adaptive notch filter (ANF)
ooz Fr_equen_cy domain Mitigation (FDM)
Tt e e Bl SR B K (Propesed.interference characterization and mitigation system)
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Jamming: characterisation and performance analysis cont’d

Simulated results using a snapshot receiver *  Chirp interference with :

. . i 1) Sweep rate: 10 micro-seconds
+ CDMA interference with 1.024 Mega chips per second 2) fin = (—4 + 2a))MHz  fpge = (4 + 2a;)MHz where a, is uniformly
distribution between 0 tol

TF representation of received signal
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Spoofing: Correlator shapes

« Implementation focus on coherent (overlapping) spoofing on GPS L1

Bits of the navigation message
T T
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Spoofing: Detection

+ List of features for spoofing detection by ML:

Features Description

The ratio of partial data bits
(beg_end_ratio)

Only on channel I (for DNN and SVM) and
for both I and Q channel (for ConvNN)

Slope-based features (MD1, MD2, MD3,
MD4)

At four different taps for both I and Q
channel

Six Simple ratio

At six different taps (0.1, £0.25, 0.5,
+0.75, +0.9, 1) for both I and Q channel

Six Sum ratio

At six different taps (0.1, +0.25, 0.5,
+0.75, 0.9, +1) for both I and Q channel

Six Difference ratio

At six different taps (0.1, +0.25, 0.5,
+0.75, +0.9, 1) for both I and Q channel

Residual of correlation functions

For both I and Q channel

Skewness of the correlator point

Within a coherent integration cycle (one
tracking epoch) for both I and Q channel
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Spoofing: Detection cont’d

——————————————————

! Trained model

) " Trainedmodel 1 . Snarameters
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\ Model 1: SVM 52
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= S T DATASET Description Total data Total data points
£ E 1A o £ (Reference)
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: el : = @ . Duration: 550- L1= 2 clean +40% for authentic signal class,
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Spoofing: Detection performance analysis

» 2-class detection and classification: « 3-class detection and classification:

Bits of the navigation message
T T

Class 1 Class 2

«10* Bits of the navigation mepsage
T T

02 04 06 os 1,“::“] 12 14 18 18 .m: us‘
- ; : X
£ A H i
e | S SR ¢
DNN deep ConvNN deep / Y : ; 7% ‘
.. neural network  neural network g0 SR N AR N B
(Polynomial (tanh activation (ReLU and sigmoid o 8 ° “f egop 9 F S R
kernel) : T : . >0 s0 | [ EFF S ® ] oo,
function) activation function) W e R El A e W e o TR
Number of 211437 Class1 Class 3 Class 2
model
parameters DNN deep neural ConvNN deep neural
Training 99.6 99.8 97.6 . network (tanh network (ReLU and
accuracy /% HERVES (Pﬁz‘?‘:’l‘;'al activation sigmoid activation
Testing 99 99.2 97 function) function)
accuracy /% Number of model 211437
parameters
Training accuracy 98 99.4 67.4
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Spoofing: Mitigation
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Spoofing mitigation using 2nd gradient approach
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1st gradient impulse calculation:
Acorr
~ Achip

1

« 2 gradient impulse calculation:
1
2 _ AG
Achip?t

Chip delay of the 2nd gradient impulse location
is refined by weighted average:

Code delay (Tap location) estimate; =

(li—1 X tap;—1 + I; X tap; + I, X tapyq)
(i + i+ 1)




Corelatar output

Spoofing: Mitigation cont’'d

. correlator shape distortion, 1st gradient and 2nd gradient
(impulse) of GPS L1 signal with a spoofer at different code
delay. The spoofer power = 1.5 x the authentic signal’s

power and the spoofer carrier phase = the authentic
signal’s carrier phase.

1 chipdelay, 0 deg

0.9 chip delay, 0 deg __ 075chipdelay, 0 deg

__0.5chip delay, 0 deg 025 chip delay, 0 deg

0.1 chip delay, 0 deg

correlator shape distortion, 1st gradient and 2nd gradient
(impulse) of GPS L1 signal with a spoofer at different code

delay. The spoofer power =

1 chip delay, 60 dog

15 a 15

0.9 chip delay, 60 dog

1.5 x the authentic signal’s power
and the spoofer carrier phase 60° diff to the authentic signal’s
carrier phase.

0.75 chip delay, 60 deg

15, L8 chipdelay, 50 deg

0.25 chip delay, 60 deg

15

0.1 chip delay, 60 deg

3 8 NP SRR D I PSRN 5 AT
o aw e ' R e ' SR oo ' o e Toes g e e P Tt
- 1t gradient _tstoradient 15t gradient 13t gradient 15t gradient st gradient e st gradient B st gradient ) st gradient 1st gradient . st gradient 1st gradient
flll”[tun II[l"nlt )S“[”LH I”“n I[H“ “HH 1]“]11”1“ [H]“”,, ”ll“,,, ”H““ i, H[”
LU - l " | | | lll : llll IIH
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Spoofing: Mitigation cont’'d
+ Simulated individual signals. 10MHz sampling rate, amplitude 1 and
*  GPS L1 spoofing mitigation procedure carrier phase rotation of 0 radian. The simulated code delay for signal
1 and signal 2 are 0.15chip and -0.25chip. Gaussian noises with 5dB
power. The power difference between signal 1 and signal 2 is 2.5dB.
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Spoofing: Mitigation performance analysis

1. Authentic signal

Bits of the navigation message
T T

T T T

L] 02 04 06 08 1 12

2. Spoofed signal

10°% Bits of the navigation message
T T
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Spoofing: Mitigation performance analysis

Spoofing mitigation effective working condition limit:
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Note:
The C/NO is the tracked spoofed signal.
The spoofer is £1.3dB higher than the authentic signal
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Block-box implementation

Description:
« High-performance PC, with intel i7 20 cores,
64GB RAM, QSFP28+ (100Gb/s) data connection.

« RF front-end: USRP X410, Receiver: Septentrio. ' Block-box
« Real-time operation up to 20MHz sampling rate. ]
+ GPSL1and GAL E1. |
1
|
|
Replay devices !
RF Antenna : 3
: 5
a—— | &
.. 55 e 1
l” 4.'._1?‘. : 8
1
I
I
1 1/Qinput
1
I
I
RF received
or
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Block-box implementation cont’'d
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Block-box implementation cont’'d

Setup 2:
receiving signal from
a RF replay device
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Block-box implementation cont’'d
RFFE characterisation of USRP X410:

A consistent spurious artefact, from the RFFE device,

. X410 Dynamic range and input power operational of 10MHz offset from the centre frequency is observed.
range: ) 1 1 Results:
Signal generator - 1 |1 - RFFE noise=-144.8dBm/Hz,
! =) - : g | 5 | ] - Dynamic range = 65-75dB-Hz
P, [ | &;: - The input power dynamic range of the RF

: - e e i e e B £ O

N : _y : : | : | - The transmitter power output is around

: +17dBm (at 50dB gain) and, by assuming

linearity, the power output is -23dBm (at

FaD (o)
PSD 8]

: 10dB gain) and at -33dBm (at 0 dB gain).
/.a—-—L-ua-N._\ ” 1 = I\ | - The X410 maximum power output

il power = Sodom f’;;;:::?‘;;:::“‘\ e " specification = <23dBm

PSD B

RF input

ignal power = -10dBm

1 15 2 s o [ 1 15 2 5 [ 1 15 2 FL
[ [ R
- X410 Power output measurement: | B
m " 5: 10:Bm 50 Signal power
m L { wap =20dBm
Spectrum analyser o @ %_;«:n !
£ o Bl |

n / o AN wl
e e " N
—’____.,/ W - ~— | = L, .
ol

Signal power = 0dBm

1 is 2 15 o ) 1 15 Fl 5 a 1‘5 1 15 2 25
Frequney - 1tz ba sce w Frsquancy- tetzbsze Frequtney - itz bz -
- - - . ; ;
1 ) ; , Signal power =
| - o] " Signalpower= | 30dbme 1008 gain
1 - =30d8m 30dBm#+5dB gain " €
o= 3 ™
1Fm
I o . |z= i
; ) | | |
5% / " i ™ | i
m / 1 . mfl i /A
TX output ) o 1 \ ‘. vq“u
@ . 1 = — L ™
) — s LY £l . . "
s W i m 7 s M o i W 7 2 5 i i 3 i
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The spurious artefact is confirmed by adding a 30dB attenuator. With this attenuator,
the sinuous signal’s power is reduced while the artefact’s power remains the same.
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Jamming interference mitigation test

Three jamming scenarios gathered from jammertest2024 data were replayed to the block-box
and reference receiver in real-time at ESA-ESTEC Radio Navigation Laboratory.

Objective: To evaluate the potential benefit of BREGO system in a realistic scenario for
unknown signals.

. Replayed signals are:

o Low powered chirp jammer
= Time-duration: 14:16 - 14:28
. Power: 0.1 W
=  Type: Chirp

o Ramp-up Ramp-down jammer
» Time duration: 16:00 to 16:14
= Power: -37 dBm to 47 dBm with 2 dB increment
= Type: CDMA

o Narrow band jammer with slow varying centre frequency
= Time duration: 16:10 - 16:25

= Centre frequency: 1545 - 1620 MHz
= Type: Continuous Wave
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Results: Interference Characterization Results

Spectrogram of (J1.3)

1) Low Powered Chirp Jammer:

. Ground truth is obtained using the signal energy.
. Probability of detection =0.98
. Probability of false alarm for interference free region is 0.004 (i.e.,

first 90 seconds)

2) Tone with time-varying frequency:
1) The tone appears in the 10 MHz band for approximately 2.5 minutes.

2) The probability of detection is 0.99 and probability of false alarm is
O . 00 2 3 . Detection Results

Frequency / MHz

~o 0.5 1 1.5 2 25 3 35 4 4.5 5

Time (s) %107
Confusion matrix J1.2 (complete signal)
Interference Instantaneous frequency of interference (J1.5)
| Chirp | 5439688 1844020 0
No Interference 81289 8209375 0 e '
Periodic Interference 0 0 0 £ 1580
%1578
Confusion matrix J1.5 (complete signal) z
- 1576
Periodic Interference 10973 184 9728 £
No Interference 42441 72616934 0 8 1572
. Chirp | 0 185838 0 £
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Mitigation Results: Low Powered Jammer (0.2 W)

Spectrogram of corrupted signal

Spectrogram of interference free part
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Mitigation Results: Ramp Up CDMA Jammer (-37 dBm to 47 dBm)

Reference

BREGO
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Conclusion:

1)

2)

With mitigation, the receiver can track up to power levels
of 31 dBm. It starts tracking again at 13 dBm.

Without mitigation, the receiver can track up to 19 dBm
and regain tracking at -3 dBm.
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Results: Narrowband Interference(1545 MHz -1620 MHz)
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Results: Narrowband Interference cont’d

« Path of Jammed vs mitigated Vehicle

Path of the receiver with Path of the receiver without

interference mitigated mitigation
A

69°15'30"N
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Results: Spoofing mitigation on TEXBAT data

. The spoofer signal power is
only 1.3dB higher than the
authentic signal power.

. Difficult to mitigate with CDMA
jamming detection and
mitigation.
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Spoofer exist

Results: Spoofing el
mitigation on i i —
TEXBAT data cont’'d - L e e o=
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. Tracking post-processing is
applied to TEXBAT data for the
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solutions.
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Results: Spoofing mitigation on TEXBAT data cont’d
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Results: Spoofing mitigation on TEXBAT data cont’d
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Technology strength

« The block-box system is receiver agnostic and its effectiveness is validated using Septentrio, GNSS
SDR and snapshot receiver.

« The block-box system is flexible and configurable. The system configuration can use different RFFE and
processing unit (PC or breadboarding development in future)

« Affective interference mitigation systems to mitigate for both chirp and CDMA based interference

attacks in real-time is developed and implemented

« A variant of adaptive notch filter developed as part of the project that can a) track fast time-varying
chirps because of additional post-processing step and b) mitigates interferences without causing non-

linear phase distortions by employing zero-phase filtering.

« The spoofer mitigation may help interference mitigation in case of low-power spoofing attack (low
power CDMA/PRN attack).
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Technology weakness & lesson learnt

« Constraint on the breadboarding development:
o Difficult to integrate FPGA implementation (for high computational load processing) into a full
Linux OS (to be accessed by C/C++ software).

o Full software implementations are limited to the processor capability to perform multithreading
(not all the 20 cores of the Intel i7 can be used due to internal-thread communication

bottleneck).
« Jamming detection and mitigation limitations: cannot mitigate
o Multiple equally powered chirp interferences (ANF based methods struggle in this scenario)
o Broadband noise (is not sparse in any domain)
« Spoofing detection and mitigation limitations:
o Require the receiver to initially track authentic signals.
o Only mitigate 4 PRNs with the highest C/NO to reduce computational loads (real-time processing
requirement).
o The algorithm is signal-structure-specific, meaning each different GNSS signal with different
structure will require different mitigation algorithm (currently only for GPS L1).
o Require feedback from receivers or other sensors to detect and mitigate various spoofing
scenarios.
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Benefits of working with ESA

° Technical discussions, brainstorming and suggestions during development stages.
° The usage of the data provided by ESA for interference characterization.

° The usage of different devices. For example, in this project, at ESA-ESTEC lab, we used Septentrio Mozaic-X5 with dual

channel for testing.
° The usage of the ESTEC facility and the real data collected on field to understand the shortcomings of the design:

o Finding the weakness of the system: Low power spoofing mitigation considered for the design that does perform

well against high power spoofing attack

o Realjammer test vector allowed for testing and perform characterisation in a non-controlled environment
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Future directions

« Considers more spoofing scenarios to improve the current mitigation algorithms.

« Integrating feedback form receivers and other sources for spoofing detection and
mitigation of wider scenarios.

« Implementing the jamming and spoofing detection and mitigation in silicon (FPGA) for
fast processing and compact block-box system.

« Investigate the use of GPU programming to speed up the software implementation.
« Explore combination of jamming and spoofing mitigation for high powered spoofers.
« Element 2 considerations:

o Investigate the combination with antenna array methods and dual-polarisation for
equal powered interferences, broadband noise and spoofers.

o A compact Breadboarding implementation (FPGA implementation).

o Possible business case (customers): GNSS receiver for high-value assets (private
and government assets).
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