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Flight Software development Quantum technologies

Protocols: CSP, PUS-C, CAN,  Design & development of safety-Critical : : .
MIL-STD1553B, Technologies: Quantum » Space debris collection optimization

Standards: ECSS, CCSDS, software according to the ECSS standards, computers, Quantum +  Post-quantum cryptography

ALAISRA-C, IECC62108,AEDII5010 experience with Software Criticality B, C. algorithms, Qiskit, PQC, « Quantum-based space data processing
anguages: C, C++, , . . | i -
Java, Python Central Software & Application Software. R =t

Technology development

Technologies: C Ant.l-.spoof.lng and Jgr.nmlng solution
GNSS, Al/ M&L, Kalman * Resilient Time Provision platform
filtering, data fusion, FPGA  «  p|atform for Cooperative positioning

Validation and Verification
(Independent) Validation and Verification of
Standards: ECSS, CCSDS,

MISRA-C. IEC 65108 safety-critical software, including development
EN5010 of Software Validation Facilities.
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* Founded in 1991 by merging College of
Mechanical and Electrical Engineering,
and the Faculty of Education (both
schools with a forty-year tradition)

* Currently 9 faculties, 62 departments,
130 study programmes

* 12 thousand students
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|ldentification and Decision Making
Research Group

Department of Cybernetics, Faculty of Applied Sciences

Research Interest: State estimation, navigation, fault detection,
control, system identification and fusion

Publications 2020-2024: 20+ journal papers, 70+ conference papers
(IEEE, IFAC, ISIF, ION)

Funding:
» Office of Naval Research, Airfroce Reseach Laboratory, European Space
Agency, EU Horizont
» (Czech Science Foundation, Technology Agency of the Czech Republic

Applications: RAIM algorithms for GNSS-based localization of trains,
Attitude and heading reference system, Terrain-aided navigation,
Navigation sensor design, Precize time provision
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Project overview

 Develop a system generating accurate
and stable timing information with high
level of integrity

« Combine the timing information provided
by several timing sources and create
output timing information with superior
characteristic

« Detect inconsistencies among the inputs
and exclude the faulty inputs from the
clock combination product

PPS

Resilient Time Provision unit

Clock

PPS

Clock

PPS

| Time fusion

R & PPS
TTUARARIIR
Clock

Kalman filter-based
AI/ML-based

Clock
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Project summary

* NAVISP Element 1, NAVISP-EL1-056,

* Huld s.r.0. as the prime contractor, UWB as the
subcontractor

« Duration 18 months
 Kick-off meeting on 01.09.2022

« Work packages (WP):

/

' WP-4000
1| Algorithm
implement KO: Kick Off, start of the activity
1| ation WP-6000 . i -
SURR: Survey and User Requirements Review
| Algorithm

s training APDR: Algorithms Preliminary Design Review
WP-5000 & tuning + DDR: Detailed Design Review
I| procureme || HW WP-7000
nt and deployme Experiment
preparation ntin ation and EAR: Experimentation Acceptance Review
I of data sets ESTEC verification Conclusi I FAR: Final Acceptance Review
ons and

WP-2000: Survey & User requirements definition
WP-3000: Algorithms trade-off & pre-prototyping il

I and User trade-off
[ Requirem

WP-4000: Algorithm implementation ents
WP-5000: HW prototypes & data sets preparation

WP-6000: Algorithms training and tuning & HW
deployment

WP-7000: Experimentation & verification SURR

KO+0 KO+2 (M2) —— KO+13 — (M3)
6 KO+17

ERR: Experimentation Readiness Review

\
1
1
1
1
1
I
I
I
1
1
1
1
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Market survey

» Focusing on: Accuracy, availability, and continuity

» Examined areas and summary:

10

Finance: Maximal divergence from UTC equal to 100 us and the resolution of timestamps of 1 us.
Power grids: Expected accuracy in near future 0.05 us to 0.3 us.

Oil and gas infrastructure: Information about required timing accuracy was not found. We
suppose that accuracy as provided by NTP is sufficient with a significant margin for this market.

Telecommunications: Expected 10 ns for high accuracy location service in 5G networks.

Transport: Since 5G is supposed to be an enabler for the autonomous driving concept, the timing
accuracy is derived from 5G, hence at the level of 10 ns.

Scientific applications: Sub-ns accuracy of synchronization of more than 1000 nodes via fiber or
copper connections of up to 10 km of length (White Rabbit).

Metrological laboratories: Accuracy in range of ns is required for time-wise synchronization of
distant timing laboratories. Recently reported accuracy of synchronization system operating
over 50 km long fiber optical link is in range of a few ps.

Availability: 99.999%

g SE\ e UNIVERSITY
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Use cases

Timing source units Signal processing unit

. . Various local oscillators/clocks =
) Commer’C]al Solutlon (from cheap to expentsive models)

 Targeting various critical infrastructures &
g g (NTP. PTP. White Rabbit) FaUIt dEteCtion Timing information with
algorithms

assessed and evaluated

» Acritical infrastructure of common markets typically

Radio timing services

ConSiStS Of (DCF77) performance criteria
« An underlying data network, allowing time transfer over Navigation systems Ka";‘;’;ﬂﬁfﬁg@gsed
various protocols, typically NTP or PTP, and (GNSS, eLoran)
» GNSS receivers geographically spread around the Signals of opportunity ofﬂ%?fsn?n evaluation
network, providing the time reference to NTP/PTP. (DAB.DVBT2FM transmitters) stability, accuracy,

Various other sources integrity, and availability.
(Pulsar-based timing)

» High-end solution

» Time synchronization of distant places

* However, this use case seems to be well covered by
already available solutions such as White Rabbit (possibly
over optical link), and synchronization of distant place by
means of GNSS.

» Thus, we do not anticipate competing in this area.
» Comparison of various high stable atomic clocks

« High-end solution > Commercial solution

" UNIVERSITY
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Requirements

» Two sets of requirements: Commercial and High-end solutions

« Common main requirements:

» 4 algorithms for clock combination
» Clock combination product (the ensemble) shall be used to steer the output physical clock signal

* 4 algorithms for fault detections
« 2 of them shall exploit machine learning

- Accuracy: 1 r&:)l‘t /\ \/\_’
« Commercial solution better than 10 ns clock 1

» High-end solution better than 0.1 ps
Ir%t /\\/\
Gocd] PDF of measurements {d,}
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Measurement techniques

Reference

Time

interval ==
difference
counter

» High Frequency Signals Veasured

* Methods
» Dual Mixer Time Difference (DMTD)
» Tracking Direct Digital Synthesizer (TDDS)
» Performance in terms of Allan deviation (ADEV)
« DMTD based on
« N210 SDR (14-bit ADC), 2016, [1]: ADEV 3 x 104 at 1s
« N210 SDR (14-bit ADC), 2018, [2]: ADEV 6 x 104 at 1 s
« B210 SDR (12-bit ADC), 2019, [3]: ADEV 2 x 10"*at 1 s
« TDDS, 2018, [4]: ADEV 1.5 x 10" at 1 s

» For reference purpose only: Commercially available Phase noise
analyzer 53100A (Microchip, [5]) achieves ADEV 5 x 10-'4at 1 s

» We selected DMTD implemented fully in the baseband

» Considering the complex signals (rather than the real signals
shown in the diagram)

« Time interval counter is not necessary

- UNIVERSITY
D> OF WEST BOHEMIA
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Measurement techniques

* Pulse per second (PPS)
* Methods
* FPGA based
» PPS edge latching, single clock
» Resolution given by the clock period
» PPS edge latching, phase-shifted clocks

» Resolution given by the fraction of the
clock period

» Time to digital converter (TDC)
» Accuracy given by the FPGA technology

* Open source TDC [6] reports 52 ps
resolution with 95% confidence

» ADC based [2]: Standard deviation 16.6 ps
* |IC based: TDC7200 (Texas Instruments):
* Resolution 55 ps
» Standard deviation 35 ps
» We selected FPGA-based TDC

14

|_s
PPS

ignal processing unit

Incoming PPS

Reference
clock :

ter value

D-flip flo
baseé’ e_dg%
detection

Edge moment evaluation

the same frequency
but phase-shifted

UL
Clock signals with o
UL
with respect to each other @)
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System overview

Signal processing unit

Timing information Timing information fully
output for each of the transformed into digital domain
timing source

Timing
source

units Digital
measurements

“

s
S
S
S
>
U

2l

Clock Feared evgnts
generators and barriers
settings

A priori information
describing the timing
source units

15

Results
Database

Results
Database

Report
generator

Output
timing
information

Generated
reports

User
interface
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Hardware

« ADC

» ADS52J65 (Texas Instruments): 8 channel, 16-bit resolution, 125 MHz sampling rate, JESD204B interface
« System on the Chip

» Zynq UltraScale+ XCZU9EG-2FFVB1156 on ZCU102 evaluation kit (AMD / Xilinx)
» Local clock

« Based on HS014 (Rakon)

Allan Deviation (ADEV)
750 14 3wtz opvon 62|
Sigma(Tau)

6.68E-14
5.79E-14
5.57E-14
5.66E-14
5.55E-14
6.29E-14
7.64E-14
8.02E6-14
7.98E-14
9.79E-14
1.256-13
1.93E-13

Voltage range Qutput
transformer buffer

Voltage
reference

gryagaNapris o
gEzssis g
EeES

r

=
S,
g 1E-13
20
wv

Clock generator HW unit
FPGA

Clock for the counter FPGA domain

16 Control register access
(to be able ta steer the PPS edge) D




Hardware

n
®
e
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Hardware

ements

DC Power
5V, 12V, 24V

1. HS014 Frequency Control
+0.2 Hz @ 10MHz
Linux Serial Console

®o A B

FPGA board
. ZCU102 (Zyng)

{3

HS014 Control Unit

PPS inputs

o Sine to square wave
e |

e
— Power supply
— Control voltage
<€— Reference voltage
S——_—

Lo
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Software

« High level architecture

 Design choices

19

Low-level part: The measurement collection part
High-level part: The algorithmic part

Matlab/Python for the prototyping of the algorithms
Python for high-level software

InfluxDB as the database

Grafana as the real-time visualization tool

C for low-level software

VHDL for FPGA firmware

Petalinux as the operating system for the embedded system part
Debian GNU/Linux as the operating system for the control computer

Measurement collection part : Algorithmic part
e >

ruld [y
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Software

ADS52)65 MPSoC Xilinx Zynq Ultrascale+

ARM Cortex A53

ARM Petalinux

Running Petalinux

Signal TCP/IP server

processing
software

Downconversion,
filtration,
decimation and

DMA transfer
ADC configuration software

Port for configuration

Port for data transfer

Data aggregation

HSO14 Clock combination
frequency and fault detection
control algorithms

Realtime Measurement LMK04821NKDR i ital IP Core
Report generation | visualization subsystem :
(Grafana-based) configuration

Clock identification algorithms ]L.

Software architecture FPGA firmware architecture

UNIVERSITY
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oftware

 Visualization example
6
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Verification examples

« Stability characterization of the time-difference measurement system: ADEV 4 x 104 at 1s




Verification examples

* Prolonged connection

23

Feeding two input channels from the same clock with the
cables of the same length

Then changing length of one of these cables by 50 cm
Measuring the increase of the delay between channels

Theoretical increase: 2501 ps
» Considering the signal propagation speed at 2/3 of speed of light

Measured increase: 2564 ps

Time differences

—— Averaged time difference -0.67 ps

Averaged time differences [ps]

Time difference for the same cables

Time differences
2564.75

—— Averaged time difference 2563.64 ps
2564.50
2564.25

2564.00

2563.75

2563.50

2563.25

2563.00
200 300 400 500 600
Time [s]

Time difference for the cable extension
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Algorithms

 Clock combination

» Optimal ensemble of clocks leads to better frequency stability, and it is better than any of the individual
clocks

» Modern clock combination algorithms are based on Kalman filter (and state-space models)

——Clk1
—Clk2
CombinedCIkKKPW

o UNIVERSITY
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Algorithms

* Clock combination algorithms
« AT1[7]
« AT1 + Kalman filter algorithm [8]
» Pure Kalman filter algorithm (TA1) [9]
» Stein algorithm [10]
« Fault detection algorithms
» Generalized likelihood ratio test (GLRT)
» Kalman filter innovation sequence monitor (ISM)
« Parity equations (PE)
» Solution separation (SolSep)
« Noise identification algorithms
» Correlation approach

 Allan variance approach

25

Unix socket,
database
or csv file

Fault Detection
Clock Combination

Measurements from N clocks

Logic signal, True when fauit
detected, False otherwise

FD1 Parity equation
FD2 Solution Separation
FD3 Kalman Filter

Splitter
GRLT Core

odel of the i-th FS including

CC1 AT1 To08

A paper on the fault
detection published [11]
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Verification examples

26

Comparison of the ensemble and high-end atomic clock

» Purpose: Demonstrate that the clock combination algorithms can generate the ensemble clock with superior

stability with respect to the individual input clocks
« Two variants:
» Considering only cesium atomic clocks
» Considering only hydrogen maser atomic clocks

Steering HSO14 towards a maser clock
Evaluation of fault detection algorithms
All tests were performed in the ESA Timing Laboratory at ESTEC

ruld [y
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Verification examples

« Comparison

Clock type, role

Cesium, pivot

Clock designator

cs2

Cesium

CSs3

Cesium

54

Maser

UTC-10MHz

QCX0

HS014

=] &|jw| M| =D

of the ensemble and high-end atomic clock

Maser, reference

M4

e Cesium atomic clocks Input clock configuration

E inl - ref
in2 - ref
in5 (UTC!

* in6 (HSO!
in0 (pivo
in0 (pivo
ino (pivo
in0 (pivo

10MHz) - ref

14) - ref

t) - ref

t) - CCO_ATL - ref

t) - cco_AT1+ - ref
t) - cco_Kalman - ref

10°




Verification examples

« Comparison of the ensemble and high-end atomic clock
« Hydrogen maser clocks

28
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inl - ref
in2 - ref
in3 - ref

in0 (pivot) - cco AT - ref
=== N0 (pivot) - cco_AT1+ - ref

In0 (pivot) - cco_Kalman - ref

« Steering HS014 towards a maser clock

* HSO14 (denoted as “in6 (HSO14)-ref”) shall

closely follow IM43 maser clock (denoted
as “in0 (pivot)-ref”)

29 UNIVERSITY
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30

Verification example

« Evaluation of fault detection algorithms

Frequency jump

Fault

Fault duration [sec]
magnitude

(Start time — end time)

FD algorithms performance (fault detection and TTA [sec])

An example of real-time visualization

/ I
| /|
! I
.:‘/V A _
21115 15: 0 5: 45 01 15:22:15 5: 15:22:45 15:23:00
|
1
I ;
I I
| I
[ /1
A
| E— | —
5:21115 15:21:30 L3 45 15:22:15 5: 15:22:45 15:23:00
A
[ |
[l Il
[ I
|| "‘|
| [
I
A -
-V L P———
5:21115 5:21:30 5:21:45 15: 15:22:15 5: 15:22:45 15 00
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Verification example

« Evaluation of fault detection algorithms -
* Phase jump

Fault Fault duration [sec] FD algorithms performance (fault detection and TTA [sec])
magnitude

{Start time — end tllTlEI GLRT -- 16:43:20 16:43:30 16:43:40 16:43:50 16:44:00 16:44:10
/|
/A
|
I\
I
I
I
\‘
|:1EP:‘1853 - 1549053 Detection F'“*:'ahr_!l“ju'! 16:43:20 16:43:30 et wazse 16:44:00 16:44:10
to forunate noise
realization
An example of real-time visualization
31 UNIVERSITY
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Future improvements

* PPS measurement resolution

« Al/ML fault detection

» Detection of anomalies on the master clock

« “Plug and play” approach for the inputs

« Multiple frequency jump detectors (with averaging)
« Sensitivity of fault detection algorithms

« Online identification of the clock model parameters
 Vibration testing

* Thermal testing

« Transformation from prototype towards a product

32
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Benefits working with ESA

« ESA is setting the course for the future technologies and supporting EU industry development
« Connecting relevant businesses and individuals through organizing events and workshops

» Guidance from the top-notch professionals in the field

» Directing the development in the efficient path

« Support with testing developed system

« Support with technical data needed for the successful project execution

33 UNIVERSITY
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Thank you very much!

« We would like to thank to all the colleagues
working on this project:

« Huld side: Ondrej Daniel, Oleksandr Lushchykoyv,
Vladimir Talyzin, Tomas Cinert

« UWB research team: Jindrich Dunik, Ladislav
Kral, Ivo Puncochar

* Our thanks go to our ESA colleagues for great
continous support and friendly approach:

e Simona Circiu
 Bernardino Quaranta

34
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Conclusion

We developed a system capable of
* Measuring time differences among input channels (at 10 MHz) with resolution of 0.1 ps
» Running several clock combination algorithms in parallel
» Steering a high stable oscillator towards an ensemble
Moreover, the system can detect faults
« Frequency errors at the level of 10-13

* Phase jumps down to 5 ps

We developed supporting functions for identification of noise characteristics

PPS subsystem currently at an inferior performance level
» Shall be improved in relatively straightforward way

The system was tested in ESA Timing Laboratory at ESTEC (November 2024) with positive results

35 UNIVERSITY
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