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History of ERTMS
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ETCS promi seseé

|’ | SBB CFF FFS

Easy crossborder traffic!
Higher capacity and lower costs!
No need for double equipment!



-

and 1 n realilty

Front  Himmel und Holle Nahostkonflikt Ukraine  #WIRSINDZUKUNFT  Sport Schweiz  Zirich Bern

Verspitungen bei der SBB: Neues Sycherheitssystem ETCS sorgt fiir Arger
m International Railway Journal

Will ERTMS ever reach critical mass in Europe?

LOKFUHRER TOBEN i ). Fet
Although the EU only agreed a revised ERTMS deployment for Europe in 2017, the ° °
timetable for implementing ETCS is suffering delays. Neues europaweltes SICher-
[ ] e
06.02.2020 heitssystem fiihrt zu mehr

Verspatungen bei der SBB

@ Railway Gazette
ETCS rollout re-evaluated | News

NETHERLANDS: The national roll-out of the European Rail Traffic Management
System is to be delayed pending a re-evaluation of the priorities...

Das System kostet Hunderte Millionen Franken,
verursacht aber vor allem mehr Aufwand. Die
Probleme sollen laut SBB in zwei Jahren behoben
18.01.2016 sein.

INFRASTRUKTUR & AUSRUSTUNG

Digitaler Knoten Stuttgart: DB raumt Probleme mit
ETCSein

New European safety system leads tt

more delays at SBB.

Artikel
Redaktion Eurailpress

Kontakt
Teilen
B oruden

DB is admitting problems with ETCS

Auf der Strecke Wendlingen - Ulm kampft die Deutsche Bahn mit Problemen bei ETCS. Quelle: Deutsche Bahn AG / Max
Lautenschlager



Current Problems with current ETCS

High infrastructure costs @

il

Partially a reduction of capacity

Upgrades of vehicle equipment expensive

Odometry issues lead to system failures

|' ‘ SBB CFF FFS



Our vision: Safe onboard localisationallows
reduction of trackside assets

ETCS Level 20 Fixed Block

11" mmm !

Block-wise track occupancy detection Continuous location and speed supervision
with axle counters and track circuits using Eurobalisesand odometry

i
LR L L LT N
. 11" mammm !
=8 |- =
e —————————————————— %

ETCS Level 20 Moving Block

A

v
A

= Continuous track occupancy detection and speed supervision based on the max. safe front/rear end position of the train

A Transfer of liability from trackside occupancy detection to orboard localisation.
A Reduction of overall system costs, due to fewer trackside installations.

A Gain more capacity (moving permissions based on real train position vs fixed blocks).



The localisation business case

‘ 50% reduction of
Eurobalises

Onboard train localisation

+ Train Integrity mm) + 50% reduction
of trackside train

detection assets

EUG Localisation Working Group Cost Benefit Analysis 2023

-

1 2 davingsper km

8 5 davingsper km
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Localisation Requirements

Safety & Security

Affordability

O

Low Headway

Upgradeability
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The EGNSS MATE Project

Main Goals of the project:

A Development of opensource algorithms for safe train
localisationwith onboard GNSS, sensorsand digital maps

A Collection of large test data set to validate and test the
localisationalgorithms

A Investigate the use of HAS and OSNMA and test for
vulnerabilities for jamming and spoofing attacks



The EGNSS MATE Project

The Europeodos Rai l roadmap ail ms
Train Positioningo by 2032.

EGNSS MATE supports this goal by:

A Advancing innovation andstandardisationin the field of
safe trainlocalisation

A Publishing results and openrsource localisation
algorithms which can speed up product development
and serve as a basis forstandardisationactivities

A Building up a testing environment for both safe and non
safe localisationsolutions in rall




Main Insights
and Results



Target Architecture
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Algorithm
Development



Algorithm development objectives

Develop and test map-supported multi sensor fusion algorithms

ATight map data integration to exploit the track-constrained vehicle motion
AModularity with respect to the sensor set-up and data rates

AMultiple GNSS receivers, velocity sensors, inertial measurement units
ARobust performance for GNSS outages

AProvide Python code, integrate at SBB, publish as open-source software

Furthermore

AExtend the state-of-the-art, follow architecture considerations, prepare
suitable map data, employ domain-d r i ven design, &

i DLR



Digital maps and actual onboard sensor data

SBB map data of the entire network

ACombine geometry and topology
Information

AEmploy timely geodata tools in
Python

Actual measurement data

ANovember 2023 campaign and
ground truth have been essential




The challenges 4#7
DLR

GNSS requires signal reception i there are inevitable outages
ATunnels and stations, jamming and spoofing attacks

Multiple onboard sensors and systems

AGNSS, velocity sensors, inertial measurement units
Alndividual rates and error characteristics

ANo access to balise reader or route information granted*

Sensor fusion algorithms
ACombine Kalman filters and tight map data integration

*DLR balise reader and routes used for ground truth, however




Filter bank solution #7
DLR

AContinuously maintain all path hypotheses underneath the vehicle
AUse one path-constrained Kalman filter (KF) per path

GNSS

KF
performance
KF time and assessment

Map data Lol

IMU Initialisation

ca. 10 Hz Railway path

Config
data

measurement and
updates management
within KF
bank

only at management
startup

Velocity
ca. 10 Hz

AEvaluate the average KF i
performance over a sliding window &
ACombines KF and optimization

Time index k'




Filter bank results
DLR
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Filter bank results interactive ,_#7
DLR




Algorithm development
Conclusions and outlook

AA novel filter bank approach has been developed
ATests on challenging data were conducted with success
AOpen-source software (https://github.com/DLR-TS) will increase impact

ATechnical publications describe the work
AThe work is relevant beyond EGNSS MATE to many stakeholders
AThe work at DLR will continue 7 industry opportunities await

On-board-Fahrzeugortung mit GNSS und
digitalen Karten im Projekt EGNSS MATE

On-board vehicle localisation with GNSS and map data
in the EGNSS MATE project

SIGNAL+DRAHT

e

RA EGNSS MATE: Towards accurate and reliable

DUB”N GNSS- and map-supported train localisation

M. Roth’, J. Heusel', A. Wenz?, S. Ohrendorf-Weiss?2,

P. Mendes3, A. Martin3, N. Diitsch?, and S. Baumann?
1German Aerospace Center (DLR) 2 Swiss Federal Railways (SBB) * Industrianlagen-Betriebsgesellschaft mbH (IABG)



https://github.com/DLR-TS

Jamming and
Spoofing Tests



J/S Testing objective LIABG

The evolution of the ETCS/ERTMS level 2 foresees the use of PNT GN&fased systems
to support several railway operations.

Advantages in using GNSSbased systems would include:

A Responsibility shift from trackside to on-board side

A Improve usage capacity of existing infrastructures by using the train length and not the
block lengths
A Reduce cost

PNT GNSSbased systems are susceptible to several types of errors.
In the EGNSS MATE we have focused only on J/S events.

Assess the GNSS principles and impact of J/S events in the railway context, and potential
propagation atthe algorithm level during data fusion.
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Jamming / Spoofing Test Setup: Test Cases

Definitionof seventest cases:

A Fourjammingtest cases (saw-tooth chirp and matched modulation)
A Two spoofing test cases (shuntingand coupling/splitting)
A One R&Rcase

Obijective to investigate the impact on PVT at receiver level in terms of
availabilityand accuracy. The use of the PVT solution propagates into the
data fusion algorithm.

Tests were conducted over cable as no permissionto broadcast signals
was obtained at regulatory/legallevel

28



Jamming / Spoofing Test Setup

5

- 5~

WGNSS Antenna

RF
Combiner

RF
,__ ho Splitter - | HIGH GRADE System under test
- ' RFBand | GNSSRX. 1 ETCS LEVEL 2

Pass Filter

Laptop

RF Record Unit

"y

Spectrum
analyser

h

Simulator

J/S signals injection over

cable | ROAD GRADE
| GNSS Rx. 1

______________________

GNSS

Reference

Test architecture used during the campaign performed in May 2024 2



IntentionalRF

Jamming cases 1 & 2 Results

Approaching, maintaining and receding from a vehicle wa J.
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IntentionalRF

Jamming cases 3 & 4 Results

A J located within the train when travelling.
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Spoofing Track Layout

Ko 3393

j

|
N7
!A\\\\“\"\

shunting gate

Start on one of the blue tracks and move to the green track, the system is spoofed on the red track. .



IntentionalRF

Spoofing Results

A ENU Error
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Successful Spoofing demonstrated (L1 only):
Black data points represents real train data

Red data points are determined by the GNSS RX
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Spoofing & RR Results

Spoofing attack at a coupling/splitting
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Main Results
Reference versus operational receiver results under interference conditions.

DATE UTC TIME TEST TYPE TEST CASEID eg m] ey m] ey [m] |Egs| [m] |Nos| [m] |Ugs| [m]
2024/05/22 13:20:00 J T-4000-01 +1.28 +1.52 -2.65 +1.69 +2.02 +3.47
2024/05/22 13:36:00 J T-4000-02 +1.90 +1.94 -4.02 +2.25 +2.33 +4.77
2024/05/22  13:45:00 J T-4000-03 +1.52 +2.11 -3.68 +2.19 +2.72 +4.93
2024/05/22  14:16:00 J T-4000-04 +0.47  +2.21 -12.37 +4.04 +8.83 +26.27
2024/05/23 12:09:00 S T-4000-05 (A) -0.11 -7.48  -13.04 +23.51 +34.91 +43.66
2024/05/23 12:24:00 S T-4000-05 (B) 154 -11.07 -10.22  +40.88  +32.85  +33.22
2024/05/23 11:29:00 S T-4000-06 +0.83 +1.88 -6.94 +0.99 +2.27 +7.24
2024/05/24 11:02:00 R&R T-4000-07 +0.67  +1.27 -2.40 +0.98 +1.70 +3.04

Waterfallplot of the stream Waterfallplot of the stream

@
— T T T T

T T T
5 0 20 o 60 & 100 120 L) 160 180 0 2 2| 260 20 300
Timetag [s] Timetag 5

J/S, in particular, spoofing events can occur. Therefore, for safetgritical applications the PNTalgorithms
must be robust to cope with this.
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Novel Galileo

Services & RF
background



HAS & OSNMA 1IABG

Cumistve ditrbuion o th 7 orn the vbic rame , ) Cumutstve distribution ofthe 2 anorn the vehice frame _ 35 Navigation Message Status - overall
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o 171 +  No OSNMA Bits but CRC correct
15 + OSNMA Bits present and CRC correct
Cumulative distribution of the 20 eTar in the vehicle frame_ . ) Cumulative distibution of the 20 e in the veicl frame 13t e CRC failed
11 F
L
9 -
7 e
5 =
3 -
1 1 1 1 1 1
14:25 14:26 14:27 14:28 14:29
GST [min] May 23, 2024

(c) (d)

The overall navigation message status analysis indicates that the
receiver could not acquire OSNMA data around the second
minute, which coincided with the beginning of the spoofing test.
Availabilityof the OSNMA bits seems to be a reliable indicator of
spoofing, contrary to the CRC correctness. Postprocessed using
the MUSNAT SDR.

OSNMA important mostly for starting and monitoring operations due tohe 30 s latency.

Results of using HAS improved about 10 cm for both static and dynamic
conditions. The HAS performance is highly dependent on the environment.
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UnintentionalRF

L-Band environmental RF background IABG

The ITU forbids any type of interference in the GNSS radio band, due to its universal usage, importance and critically.

Nominal background noise
environment.

(e) (d) (c) (d)

Figure 5.4: Day 16,/11/2023 (a) Brig 05 (b) Brig 06 (c) Brig 07 (d) Brig 08 Figure 5.5: Day 16/11/2023 (a) Brig-Martiny (b) Martiny-Brig (¢) Brig-Martin (d) Brig LTT

Measurements taken during the precampaign in November 2023.
Examples: of maximum RMS spectral density value along several routes travelled.
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Measurement
Campaign



OFunkmesswageno MEWALZ2

A Telecom Measurement
Wagon (GSMR and
Public Providers)

A Covers the Swiss railway
network once per year

A Dedicated measurement
trips in the Swiss Alps,
shunting operations, all
regions and landscapes
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Sensors and Setup

GNSS-Receiver Septentrio AsteRxU

Inertial Navigation System iMAR Inertial Navigation System iMAR

RQT together with Balisereader for M200 with tactical-grade IMU and

Ground Truth Novatel GNSS receiver as sensor
input

Optical Odometry Sensor HaslerRail
CORRAIL1000
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Map and Route Data
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