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Context and rationale for
development of the product

GNSS Interference Monitoring and Detection (GIMAD) System is
designed to efficiently detect and support the location of
threads that can jeopardize satellite-navigation based critical
activities.

The initial users of the GIMAD Product could be users of safety

GBAS _RSMU-1

critical applications where the presence of undetected RF (°/

Interference is a serious threat,

1) EGNOS / Galileo Ground Segment manufacturers
2) GBAS Ground Station manufacturers

3) Air Navigation Service Providers (ANSP)
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Context and rationale for
development of the product

Over 120 airlines (above 15% of all airlines flying in Europe) are
filing GBAS capability, with 24.6% of all Boeing aircraft and
5.1% of all Airbus aircraft having GBAS activated. With seasonal
variations, this means more than 10% of all flights in Europe

currently have GBAS capability
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Context and rattionale for

development of the product

Key requirements

The GIMAD System shall detect/characterize/locate RFI in the
GNNS In-band frequencies (GPS LT, GPS L5, GALILEO E1, GALILEO
E5a).

The GIMAD System shall detect/characterize/locate RFI in the
GNSS out-of-band frequencies (800 MHz to 1,9 GHz).

EGNOS v3 Interference masks taken into account.

GBAS RFI masks are derived from International Civil
Aviation Organization (ICAO) SARPS Annex 10.
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Description of the product Indra

Synthesis of GIMAD architecture

— N ) « Antenna Set
GNSS Interference Monitoring and Detection (GIMAD) Station
EHi A GNss «  SPM (Signal Processing Module)

«  MAM (Measurement Analyser Module): Post-

Antennas Set

Correlator analyser to bring extra information about

RF Sensor GNSS Rx an RF'

CRPA Signal Out-band RF Signal In-band RF Signal Measurements
Analyser Module Analyser Module Analyser Module Analyser Module

(C-SAM) (o-SAm (-SAM) ) «  SAM (Signal Analyser Module). Pre-Correlator

Signal Processing
Maodule

analyser to guarantee faster RFI detection

| CAMM |

= « CAMM (Control Alert and Monitoring Module)
«  GIMAD-CC (GNSS Interference Monitoring and Detection

Control Center)




Description of the product Indra

Antenna Set

« Antenna Set made up by 11 antennas:
= | I[nBand detection antenna.

1 OutBand detection antenna.
InBand CRPA (4 InBand antennae)

OutBand CRPA (4 OutBand antennae)
GNSS clock steering antenna.




Description of the product Indra

Antenna Set
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Description of the product
Signal Processing Module (SPM)

 Detection algorithms

 Detection algortihms based on 1Q samples
processing (I-SAM, O-SAM)
» Detection algorithms based on GNSS RX

observables processing (MAM)

« (Characterization algorithms

« Localization algorithms (C-SAM)




Description of the product Indra

Data Acquisition

» Digitised signal using two USRPs with four 50 MHz channels each.

« USRPT for InBand: 4 fixed channels which are L1/E1, L2, L5/E5a, User Selected
Frequency.

« USRPZ for OutBand: 18 out-of-band channels sweeping among 4 physical
channels.

« USRPZ mode switched to location using array antennas for localization purposes
once an RFlis detected.




Description of the product Indra

SPM - Detection

« Not only based in Power Level KPI-> competitive advantage

 Algorithms selection based on performing simulations among different State of
Art algorithms

« Using multiple algorithms in order to detect many differents RFl types such as

= (W
= Pulsed Interferences (e.g Chirp, Pulsed Tones with different DC)
= Band-Noise Like




Description of the product Indra

SPM - Characterization

» (Characterization results allow to identify the type of RFl in a post-
process.

« Once an RFlis classified, Is more easy to make an effective mitigation,
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Description of the product Indra

SPM - Characterization

Spectrogram (Central Frequency: 1575.42 MHz) Cyclostationary spectrum (Central Frequency: 1377.8 MHz)
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Description of the product Indra

SPM - Characterization

Spectrogram (Central Frequency: 1575.42 MHz) Cyclostationary spectrum (Central Frequency: 1575.42 MHz)
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Description of the product Indra

SPM - Characterization

Spectrogram (Central Frequency: 1575.42 MHz) Cyclostationary spectrum (Central Frequency: 1575.42 MHz)
0.4 -50
-80
-55
g ‘:; 0.2 —60
[ . g -100 g
Band-Noise Like 4 . 5
ey E w I
3 e 3 > 3
N -120 N -70°
© ©
E £ -75
2 Z -0.2
—140 —80
—-0.4 -85
-160
Y 500 1000 1500 2000 2500 3000 0 5000 10000 15000 20000 25000

Time Time




Description of the product

SPM - Location

BO1- 100 degrees case (real 350 degrees)

30

* AoA accuracy of 30 degrees reached in OOB array
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Description of the product Indra

SPM - Location

L1- 80 degrees case (real 190 degrees)

« AoA accuracy of 30 degrees reached in GNSS array 30—
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Description of the product Indra

SPM - Location

k -

RF Front End has been rotated at different azimuth angles while an RFl was radiated in front of it.




Description of the product
SPM - Location ... A real demo

\alidate localization algorithms at Indra's BCN division

= Roof of Indra’s Barcelona division

= [ocalization tests performed from three different angles
to view AoA evolution [ 215, 205, 180]

= RFlradiated freq BO1 band using a Directive Antenna
taking into account radiation regulations

indra




Description of the product Indra

SPM - Location ... A real demo
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Description of the product Indra

SPM - Location ... A real demo along time
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Description of the product

SPM - Location ... A real demo along time

« More AoA error than tests performed in anechoic
chamber due to hostile environment.

« At least, one of three techniques achieves an AocA
error < 30 degrees.

XA

Possible sources of reflections
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Description of the product

GIMAD CAMM/ GIMAD CC
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€C-GIMAD v0.0.0
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GIMAD Control Center
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Customers
needs

addressed
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Relationship between the different users and the necessities
using the RF| detection system

User In_for_mat!on Capabilities . Type of Architecture Health St_atus
distribution interference Monitoring
Aeronautical Field
Aircrafts and Detection
o . Not necessary Not necessary
Airlines Localization
Detection
Localization Interference type
ANSP Signal Characterization . YPE | Network Necessary: Operator
Signal type
Report generator
Data base access
Detection
Airport Localization Interference type
por Signal Characterization . YPE | Network Necessary: Operator
Authorities Signal type
Report generator
Data base access
Equipment Delayed time Signal Characterization Interference type _Net_vyork/ Not necessary
manufacturer Signal type individual
SBAS . . -
Real Time Detection Not necessary Individual Not necessary
operators
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Operation Use Case

STEP 1: The jammer is detected by
some monitoring  stations of  the

detection system. Each monitoring A
station sends the alarm message to the
central processor. The power of the
transmitter is high enough to be detected
by more than one monitoring stations
allowing the central processor to provide
the accurate position of the interference
source,

CENTRAL
PROCESSOR

STEP 2.B.1H
NATIONAL

SPECTRUM NSA AGENT

AUTHORITIE

PORTABLEHMI | §
A,

STEP-3f=

STEP-41]
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Competitive characteristics

« HW architecture with high dynamic range

= HW architecture devised to cope with huge dynamic range derived from EGNOS v3/GBAS RFI masks
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Competitive characteristics

« Multiple detection techniques in order to detect more than

one type of RF

« Multiple characterization techniques in order to have a trade-

off between resolution and time-consumption

« Multiple location techniques which can be adapted to

nature's scenario

« BW processed ( 50 MHz) to cover a long frequency spectrum
(800 MHz -1900MHz). However, BW can be equally splitin

smaller frequency ranges according to user needs.

Detection

indra

Characterization




Newest
product 1n
the market




iIndra
Path to the market

* GIMAD is an innovative product by industrilizing the prototype.
 Thereis a potential match between the GIMAD product and INDRA's portfolio:

= Space Solutions I
VY

= Air Traffic Management

« Governmental and Homeland Security Systems
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New uses cases

Critical infrastructures protection. Ensure PNT resilience to key
places.

. Creation of secure areas: Critical infrastructures protection
« Provide secure routes, a?%_.
. Areals or perimeters to assist public servers (police or fireman) without PRS : i r— ] ' |
receivers, i gl

Operational Search for Interferences. Mobile or fixed systems to
detect, locate and characterize RFI .

New frequencies to be included into the system (5G, VHF, ...)

Interference Operational

Search

LB e e




Market Impact

« The GIMAD product has been designed taking
into account the RFl masks of EGNOS and
GBAS. Therefore, it provides a competitive
advantage to cover this market niche,

« The GIMAD product can be adapted to cover
other RFI masks and therefore it can be
potentially proposed to reach other operational
requirements.

« The evolution of this prototype Is included
inside the Indra’s programme & portfolio of
GNSS interferences products.

Location Antijamming
System NS ENS

Detection System




indra

Beneﬁts ()f « Acquisition of new technical competences.

. ) » txcellent technical follow-up by ESA.
W()I‘klng VV] « ESA's Support and orientation in the development of

new product.

ESA/NAVISP » Development of new product oriented to RFI Detection,

characterization and location oriented to a particular
market niche.



Company Indra
orowth

« Most of the RFI detection system developed so far at Satellite
Navigation Department were based on post-correlation
techniques (GNSS observables).

New competences
« Upon GIMAD, the Satellite Navigation Department has
development developed a RFI Detection system based on pre-correlation
techniques (I/Q samples) covering:

« RFI Detection

Increase portfolio & - RFI Characterization

opportunities » RFI Location
« The department has increased by 2 people in its team
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We are the technological partner for core business
operations of our customers world-wide
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Platforms

We develop the most
rigorous systems for state-
of-the-art land, maritime and
airborne platforms

Security

We create protection
technologies to anticipate
and deal with all kinds of
threats

Defence Systems

We design integrated
Command and Control
systems to support the
most complex operations
scenarios

Cyber-defence

We manage all kinds of
cyberspace threats through
innovative solutions

e Space Logistics &
== %g‘ o Maintenance

We lead the use of space

technologies applied to
military operations

Training Solutions
& Services

We encompass every level
of civilian and military
simulations

We guarantee the optimal
development of defence
systems’ lifespans



Aar Trathc

Global player

Guaranteeing safe, efficient and p
flights, in a difficult context with co
increasing air traffic

Innovative solutions

For our partners business success
which improve service resilience

Environmental benefit

Enabling flights CO2 and noise footprint
reduction, whilst improving capacity

~< 14000

Facilities in over 160
countries

+ 100

Years of experience in
ATM solutions

+ 85%

World passengers
travel making use of

Indra ATM technology
at any time of flight




indra

»
e INndra

PARTNERS

IEEC° eNAIRE =

Institut d’Estudis
Espacials de Catalunya




indra

At the core
SCAN ME

https.//www.indracompany.com/




