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Objectives

O The general objectives of the activity are:

= To design, build, and test a prototype for secure
and precise quantum metrology (in essence,
measuring the time difference between two clocks)
based on photon exchange between two sites on
the Earth surface separated by a few hundreds of
meters, with a view to eventually develop a future
satellite navigation system based on the same
fundamental principles and technologies.

400m Test Range

-

= To develop a secure and precise Quantum
Pseudorange (QPR) based on photon transmission
and detection.

= To study security aspects based on established
Quantum Key Distribution (QKD) methods as the
BB84 protocol.
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Historical perspective
1992 First experimental QKD system

Charles Bennett, Gilles Brassard and Peter Shor
2020 BBVA Foundation Frontiers of Knowledge
Award in Basic Sciences
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Quantum pseudorange concept

Transmitted signal
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O Quantum PRN uses two modulations:
. Basic PRN pulse modulation (0 = no pulse, 1 = pulse).
. Polarisation modulation: (1 =H,2 =D, 3 =V, 4 = A).

O The polarization bases will be sent via classical channel after the quantum pseudorange is sent.
O The quantum pseudorange and the QBER is obtained through an auto-correlation.

O An Eavesdropper (Eve) changes the polarizations of the photons that intercepts.
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General architecture
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Laboratory - Deployment

Transmitter - Alice
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Free-space photon transmission
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Laboratory — Alignment
Transmitter - Alice Receiver - Bob

Ch1 Ch2 Ch3 Ch4
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Laboratory — Single photon source check

O Optical pulse parameters:

Second order correlation vs mean

- 35% Laser power T aoha
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Laboratory — Quantum pseudorange measurement

WR - QUANTICO (us)
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Time transfer results
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400m Test Range - Deployment

Transmitter - Alice Receiver - Bob
-

400m

8 Free-space photon transmission
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400m Test Range- Alignment

Transmitter - Alice Receiver - Bob

400m

Free-space photon transmission
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400m Test Range - Single photon source

O Optical pulse parameters:
=  35% Laser power

= 9dB-10dB attenuation by NBF and
splitter

= 10dB attenuation by attenuator
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400m Test Range - Quantum pseudorange

measurement

Time transfer results
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400m Test Range - Security aspects

O Nominal case — No attack O Intercept-resend attack - one polarization
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O Intercept-resend attack - two polarizations O Intercept-resend attack - all polarizations
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400m Test Range - Main issues I

Photon detectors RF interferences
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400m Test Range - Main issues II

Test range weather
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Technological roadmap

O Positioning using quantum technology (Not scalable).
= Like in GNSS, it will require at least 4 satellites.

» Quantum communications is a point to point technology, for each user a
dedicated transmitter system is needed on-board of the satellite.

O Two-way time transfer using QUANTICO concept.

O Satellite-station geometry is cancelled and mitigates other effects such as

atmospheric delays.
PL st
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Technological roadmap

O Phase 1: Permanent fix stations and two way time transfer

= With a distance of at least 10km and indoors facilities to install all the
equipment.

= Deploy an automatic alignment system between the transmitter and receivers.

= Improve hardware elements (jitter and electromagnetic interferences) and
software to an operational level.

O Phase 2: Mobile station
= Deploy the transmitter part into a mobile unit (e.g. Drones).

= Study effect of movement and atmospheric perturbations affecting the system.

O Phase 3: Satellite base system
= Deploy the system in a satellite (e.g. LEO PNT).

= Further study the effects of the atmosphere, movement, relativity, etc.
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Thank you

Daniel Chung
daniel.chung@gmv.com
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Ricardo Piriz
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Fernando Labarga
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