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 The general objectives of the activity are:

 To design, build, and test a prototype for secure
and precise quantum metrology (in essence,
measuring the time difference between two clocks)
based on photon exchange between two sites on
the Earth surface separated by a few hundreds of
meters, with a view to eventually develop a future
satellite navigation system based on the same
fundamental principles and technologies.

 To develop a secure and precise Quantum 
Pseudorange (QPR) based on photon transmission 
and detection.

 To study security aspects based on established 
Quantum Key Distribution (QKD) methods as the 
BB84 protocol.

Objectives
400m Test Range 
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Historical perspective

John Clauser, Anton Zeilinger and Alain Aspect  
2022 Nobel Prize in Physics

Charles Bennett, Gilles Brassard and Peter Shor 
2020 BBVA Foundation Frontiers of Knowledge 

Award in Basic Sciences

1992 First experimental QKD system
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◼  A key sifting, based on communication between parties through a classical channel after the bit exchange, 

where it is defined which bit are valid for key establishing and which ones are not. 

◼  A key distillation in order to make tend to cero the information accessible to an illegitimate eavesdropper. 
This may or not be necessary in quantum PNT. 

Once a key has been established, a trusted series of bits has been exchanged and can be used for 

PNT. 

4.2.2.1. BB84 

BB84 is typical of the family of “prepare and measure” protocols, and the first one to be devised 
[RD.8b]. It is based on the manipulation of Eq. 7. 

The BB84 protocol makes extensive use of the fact that a ray of light (composed of photons) can be 

described as consisting of two components, each with a polarization direction complementary to the 
other (e.g. vertical / horizontal), as in Eq. 7. These are the bases. The vertical/horizontal directions 

would form one base of orthogonal values and the diagonal directions the other. 

If measured a vertically polarized photon by passing it through a horizontal filter, it will not pass with 

100% probability. If a diagonally polarized photon is measured by passing it through a vertically 

polarized filter, it has a 50% chance of passing through either the vertical or horizontal direction. 

Therefore, the vertical/horizontal and diagonal [+] / diagonal [-] bases are mutually exclusive and are 
suitable for our purpose. Polarization filters can switch between a vertical/horizontal orientation and a 

diagonal and their complementary. All this happens with extraordinary speed, and in a random way. 

And a detail is subtle but important: the choice of the base (orientation of the polarization filter) must 
be done without previously knowing what the other party has chosen. On the receiver side, what the 

filters will do is discriminate the polarization directions to determine the value of the bit sent. 

Figure 4-1, taken from [RD.9], shows an example of the treatment received by the polarization 

directions in the case of using the BB84 protocol. 

 

Figure 4 - 1 : W orking Principles of BB8 4  protocol ( from  [ RD.9 ] )  

A polarization direction is chosen for the photon emitted by Alice. The state of the photon is prepared, 

in physics jargon. Bob receives a photon and chooses a filter to discriminate its polarization. When the 

photon passes through the filter it is considered that a quantum measurement of the polarization 

direction has been made. The polarization acquires a certain value, depending on the base that has 
been chosen. The probabilities of measuring one or the other orientation are calculable, but unknown 
a priori. Depending on the direction of the measurement carried out, it will have a value of 0 or 1. In 
the figure we have a vertically polarized photon assigned a value of 0 and if it is horizontally polarized 

a value of 1.  

Once a set of photons has been emitted through the quantum channel, the first message of the 

sequence of polarization directions that the emitter has set in its own polarization filter is sent through 
the classical channel. As has been commented before, knowing the relationships between the vectors 
of the bases and the sequence of polarization directions, the receptor subsystem, comparing with the 
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Quantum pseudorange concept

 Quantum PRN uses two modulations:
 Basic PRN pulse modulation (0 = no pulse, 1 = pulse).
 Polarisation modulation: (1 = H, 2 = D, 3 = V, 4 = A).

 The polarization bases will be sent via classical channel after the quantum pseudorange is sent.

 The quantum pseudorange and the QBER is obtained through an auto-correlation. 

 An Eavesdropper (Eve) changes the polarizations of the photons that intercepts.
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General architecture
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Laboratory - Deployment

Component Jitter[ps]

AWG 23

Laser Driver + Head 30
Detectors 150

TCSPC 32

Total 158

Transmitter - Alice Receiver - Bob

15m

Free-space photon transmission



© GMV 2023

The copyright in this document is vested in GMV 
25 May 2023Page 8

Laboratory – Alignment

Transmitter - Alice Receiver - Bob
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Laboratory – Single photon source check

 Optical pulse parameters:

 35% Laser power

 9dB-10dB attenuation by NBF and 
splitter

 39.6dB attenuation by attenuator

𝜶 = 0.0036 and 𝝁 = 𝟎. 𝟏
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Laboratory – Quantum pseudorange measurement

Mean = -9.67 us

STD = 155.72 ps
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400m Test Range - Deployment

Transmitter - Alice Receiver - Bob

400m

Free-space photon transmission
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400m Test Range– Alignment

Transmitter - Alice Receiver - Bob

400m

Free-space photon transmission
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400m Test Range - Single photon source 

 Optical pulse parameters:

 35% Laser power

 9dB-10dB attenuation by NBF and 
splitter

 10dB attenuation by attenuator

 Mean of two photons per pulse

Channel 𝛼

Ch1 0.55

Ch2 0.54

Ch3 0.47

Ch4 0.53
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400m Test Range – Quantum pseudorange
measurement

Mean = -1.79 us

STD = 215.21 ps
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 Intercept-resend attack - one polarization

 Intercept-resend attack - all polarizations

400m Test Range – Security aspects
 Nominal case – No attack

 Intercept-resend attack - two polarizations
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400m Test Range – Main issues I

Photon detectors RF interferences
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400m Test Range – Main issues II
Test range weather
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Technological roadmap

 Positioning using quantum technology (Not scalable).

 Like in GNSS, it will require at least 4 satellites.

 Quantum communications is a point to point technology, for each user a 
dedicated transmitter system is needed on-board of the satellite.  

 Two-way time transfer using QUANTICO concept.

 Satellite-station geometry is cancelled and mitigates other effects such as 
atmospheric delays.

Clk2Clk1

Clk_Sat – Clk1
Clk_Sat – Clk2

Clk1 – Clk2

Sat
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Technological roadmap
 Phase 1: Permanent fix stations and two way time transfer

 With a distance of at least 10km and indoors facilities to install all the 
equipment.

 Deploy an automatic alignment system between the transmitter and receivers.

 Improve hardware elements (jitter and electromagnetic interferences) and 
software to an operational level.

 Phase 2: Mobile station

 Deploy the transmitter part into a mobile unit (e.g. Drones).

 Study effect of movement and atmospheric perturbations affecting the system.

 Phase 3: Satellite base system

 Deploy the system in a satellite (e.g. LEO PNT).

 Further study the effects of the atmosphere, movement, relativity, etc.
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